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Look Far: @ O A (ke B [B]  Plain text -

2 Aooept: w/%

3 User-agent: Mozillas4.0 (compatikble; MSIE 6£.0; Windows MNT 5.0; .MET CLE 1.1.4322)
4 Host: wuw.camarasorriso.mt.gov.br

5 Cookie: PHPSESSID=e2dS5hd4Zcoefebl480630b53086adEEs

B Connection: Close

¥ Pragma: no-cache

8§ Lcunetix—Product: WVS/5.1 [Acunetix Web Vulnerability Scanner - NORMAL)
8 hcunetix—Scanning-agreement: Third Party Scanning PROHIEITED

10 Acunetix—User—-agreement: http://vww.acunetix.com/wwa/disc.htm

11

12

Request |

Response Headers Response Data | View Page HTML Structure Analysis

Loak Far: @ 0 @ kg HTML -
1 FTou have an error in wour 3IQL svyntax; check the manual that corresponds to yvour My3QL server
srersion for the right syntax to use near '4%0%'' at line 1

S oo 3 ealinal b ST adl alyls il )18 K o8 ol e K s Tequest o & Jb g
by e gTEQUESE L UET 20 05 ¢ 505 pand cdin £ oen O Ll Ay e bl
syl ol Kbl oy 155 cly oy plowl

E H E| D Methodt GET w Prokacol HTTRLO w URL: it fomwww.camarasorriso.mt. qov b B0 niotica_conteudo » Edit Reuest Varizbl

Method:
) s (o0 ity W g e g (olad B i a8 3 Ikl ladie 1 (S il 5 (o L eand )
S Gy |y 28 G sladis b Head 5 Post cGet 3 oladis by pw o AuS Ol

Protocol:

B s, e sl gy @l o 1, (HTTP/1.1 QHTTP&"I.")'IJ,__LS:F})& O3ya il g

URL:
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OF Gl ibes slgisy oyl yo Slaws o3 5 odd Sw | dolw & Lxdisl S
4ol dlyo 45 Gl 33929 ¢S g0 OSw! Glosdaild Jol dxdwoyd L 0302

23S paal g aabel
oo Lo Scan Wizard o jxiogl3 053 «uds New Scan 4aSs sy yshio oo

39w 0310
Scan Wizard 4

Scan Ty Scan Type

Delect whether o want .0 scana sngle websile, = list or range of weasites or whether vou wan: to andyze
the resalts of 2 previous craw,

Szan type

-’ ) Hele pou can zcan a singde website. In case you want ba gcan 3 single web applicaticn and nat te
o whole ate poucan erter e ull path below. | he appheation suppertz HTH and H THS websites.

* Scan zingle wedsite

“wehadte URL: | Htp: 2 Awaw.camarasoniso.mt. cov.br/roticia_conteuda. php -

If pou saved the ste strudiure uging tie site cramler bool pou can uze the zaved resulty here, The
3 scen will load Hhis data from the fie instead of crawling bie ate again.

Scan using saved crawling rezults

Fleriaine =]

I"| Irn case pou waril oosear g sl ol welsiles, pou reed W choose iz oplior, Pizpae gles. ik
= rnntaining the lizt of wehzites and indicas the path nf thiz Fle Belo
Scan a ist of webstes from a fle
Flename: _:r

A Y'r mAn akn znan & ranoe ol compiders Ths wizar will inspect thiz range Innking foe HTTF and
S HTTPS websiles. v'ou mep zelec: incividual mebzites laer after the discowang waz finished,

Scan aange of computers looking for websitzs
IP range:

acunetix List of ports

D315 Se2g uo oSwl 31 6805 gl eil Ladolys

r'l h case yau want o zan a lisl of websites. vou need ta choase his optich. Prepare a test file
zontaining the lizt of webstes and indicate the path of thiz filz below,

+ Scanalist of websites from a file

Filenarre: - __;
4 by mlig 03,8 Sl 1y cole K Crwal e 3 b 3l 93 L amiliz Sl ol
B3 1 A Kl 1y Gl ok 0,003 Crawl Les Ol b dil g o bl 03,8 0,3 1y ol

Sl 33 6 a8 Sy 5 Cd bl Jlmle s url 05 S Fetch Jile 5 4SS 5308 5 @ s34
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@ I caze pou want b scan a list of websitzg, pou need to chooze this option. Prepare a test file
containing the lizt of wabzites and indiczte the path of thiz fila balow.

* Scan a lizt of websziles from a file
Filzname: - =

39 gmle o3l g ab a8 auS S Olejea 1y Wule 9 gyl §) cd Al g o Le Ll opl o
by <URL > &0 4 blhcule ol Gike & ol 5 date ol gl il sdd 0y o B
Ay Ole) O 0wl y &S glgle MW Cplamed AL ol e wd e LU ) <URL:Port>
el glize OF olajlesbe gl & 55w an & a3l 2 342 30620 1y S Sl il 5 s

< “You can alzo scan arange of computers. Thiz wizard will inspect this range looking for HTTP and
- HTTPS websitez. You may zelect individual websites later after the dizcoven was finished.

+ Scan arange of cormputers looking for websites
IP range: 192.168.0.1-30 -

Ligt of portz: 80,443 -

290 45 IP gL,g.w;.)T J gl edgdxe Ol s o Sowd o= o9

L9 OSwl s dysw sledyen Cwad of yan 4o Sidws 192.168.1.1-30
et
Joo LSHu LT 4 yold Ao¥s 4 Lo dwl oSas dole gSwl ) dro
Jsb 4 Lefelw colu oylyss 6wl Ly b Ly eddS Cole polis

Scan gy File o)l JS& Lole HLSOol ol jm woly g, dolxdl
. dooles duds SaveResults...

Flle | Took  Configlration  Help
Mew 3

| = Load 3can Results ...

|H Save Scan Resuls ... %J

Exit

g Ll (Swl dadl oS o) ¢l L by JLs
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Sare s

Save i |.D sy Jocuments |v|| ¢ ] & -

i
o
My Recenl |
D
i)

Dlocuments
— My MUsic
Fr
B ﬂw Pictures
Desklap Ew Videcs
[

J |

by DT:u:Lments Ll

|7 Scan z.wvs
L

d Seanresall wvs
My Computer

i'::_';] Fle name: | |_v]| i Save i

My Hetwark, Save az tupe: Scan results [weg] |v]| | Cznicel J

L3338 0 Sd pSwl D LS 03 ged JudS Save 4aSy gy Golgdyd
Load Scan 4538 sg9) s loadl dadl gl 0 ddxeo ¢yl 3SHlo sl
CiS oDl 1y B sy Jols  pls s wuoblas ells Results....
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A 10 S Sy s Bl S\ 1S s 1 Sl e
S ylyl gy 3Ly asS SIS Reporter ) Tools s ) Aty o L s ol sl
1y S il w8 |y Reporter w by o 5T Tools Explorer ¢ o i 52

& & def £
R s e N e L

M acunetix WEB APPLICATION SECURITY

WVS Reporter

Free Edition

(6

Initializing GUI _..

2 Copyright @ 2008 Acunetix Ltd wwaracunetx.com

Logd eyalb yo)  JSh Lb)l Reporter doliys 45 of 31 g

Frepanng report page SU

i o Reporter 4ol baxso 3yl Jls
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] wvs Reporter = Scandetals -
] Dstast Report Templste Kruredndge bas
(S Sewgbe Scan Templakes At sy
| Detasded Scan Report = Slerts detal nqcuneﬂx WEE APPLICATION SE
ol H

(= Comphance Templstes
I Chmigrban Tosplotes

3 Tattical Terplates

Acunetix Websit

b el g ) dsdes i G r..:.:;u.n S8 WYVS Reporter g5, Tools Explorer s s 3!

1 IS il 3l

Y Acumeti W5 Reporter

™ acunetix WEB APPLICATION SECURITY
Common Tasks

I Cenevate Repert | Cenersts s repom Boen 1 1851 Saveid SCan redulls using the Jafsull rpon temmptate

Acunatix WVS Reporter Tool
| Dedault Repor
| Repoet Preview

i Dalabase Er

B Feltings

Common Tasks s lygolily cwwd g5 Reporter 4oloyn Cwly Caw gaks)s
L0010 pual g aanglly pldSya 45 5133429 Acunetix WVSReporter Tool 4
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Common Tasks

|5 Generate Reaort |

OSwl g3l D)1 ol 35 o Generate Repot 4i)s sy SudSLy
Report Properties o yxioys jo) JS& Galho. 338 dugd gyl 35 odd o)
O @yl 35y Sledbl 4o Sl g gyl 38 gulesd 49 bayye Olaghis uoly
LS oLy JoT s gled

ﬂ Report Properties

=R eport Properties
Show HT TP headers
Show reccrmendations

Shiw detziled dezierptinn nf al=rt

LA At

Show knowledge baze items

ol SodsGenerate 4wSy g9 paw

Dp9d Cowd

Acunetix WVS Reporter Tool

| Default Report

Database

o

If'ﬂ Repnt Praview |

E_'T Scttings

Default Report:

Gy Ol ¢S @yl 335 Olelydg Cwl odd JuShTyo) i)l L3S ol
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=] Reportiizard |

|z senerate Report |

Report Wizard:

338 ol y S @yl )5S oexd Wizard Goyb)l Ol 53 o Swewd G20 30
sl gbes ) opaia SASHI g

zard =1
Filter Scans

If o have a big database of scan results pow may went to filker the results displ
zelection page.

=
2

i th

[ai}

g

« Dizplay all scans

Filter dizplaped zcans

Filters

acunetix

——

OSwl colu)l gleieudy Leding 42 45558 Guaad 0l 95 oo opaiy 2100
.33,F%
Lo 0 031 giolaediy)y JS Next 4asy g9y SISy
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Select Scan

Select tha scan result which willbe the source of the report. ou can also selzct individual
alerts ar alerts belonging to a specihc vulnerability clazs ar ot a grven seventy. Unlp selected
alerts will be included in the report.

Mame Ciate
# @ 5% http://www_camarasorrizo.mt.gov_ br:807...  10/05/2009
=+ ¢ httped A camarasornzo.mt. goyv. br80noticia_c... 10/04/20039

acunetix

v | e ] r——

o od oy Sy OSw | "Iy Sl A4S lgdole O0p Swad oxdoy o )0
$9) oidw. LS ol Iy Url I Sousloblady dgd o 0315 gaolad
10038 3 Wy )y JShLSuds oS Next 4.a8s

%

Sinalo =

Froperlies

Set properties specific to this report,
Propertiesz

[E}R eport Properties

Shaw HT TP headerrs v
Show recormmendations v
Show detailed description of alert

Show knowledge baze itemns v

acunetix

<E_.=|r:k “ Lenerate ] | Cancel -
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Generate Report:

Jol s 4l dl gogd o)Ly Filter scans oxio 45035 ol sy SIS

Sirale Scan Reoort wizard =
Filter Scans

If you have 2 big database of zoaq results you mav want to filker the results displaped or the
selection page.

Filter Scans

+ Dizplav all zcans
Filler dzpleved scanz

Filters

acunetix

[ Hext » 1 | E'ancel- |

Report Preview:
S5 Gyl 35 4 baayo dxdo 49 oylogd L3S 2 9y SIS

Ioals xplorer e B B O = e -« @
IE‘ E"{“‘fb Reporter | 0 Scan details
|| Defaal RepoL Temlale Knowdedos 25
3 Single Scan Tamplates Aler Ly s iy .
|| FAtaird Sran Repot =l Aleets retbais WEB APPLICATION SE
= el @acunetix
B Pascword by
_‘_JJ Comnplianze T=mplates
=
(=3 Comparisan Templates
=]
=5 stakistizel Templates
=]

Eacrk Previsw
(= oafguratiar
| WIS Dakabase
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o be Suds SglInjection gyody cuwl g9y Alert Details cwows)l Jls

i=l ocan details
Knowlecge bas:
Alerts summary
[=- Alerts details

Password ey

4 S0l g gy o wl g dyg0yd roal > Ol oMbl Ol bsS S wdys

Y 0 Y A W R ) cee.9 031 2yl g
@ SaL injection =
Sevarity High
Type *alidation

Hepored by module Farameter manipulation

Description

This script is possibly vuinerable 1o SOL Injection aitacks

S0L injection is a vulrerability that allows an attacker to aler backend SOL statements by manipulating the
Z20L injection occurs when web applicationse accepl uger input that ie directly placed into 3 S0L statement a

properly filter out dangerous characiers.

This i one of the most comman application layer attacks currently being used on the Internet, Despite the
relatively sasy o protect against, there is a lamge number of web applications valnerabile

Impact

A atlackKer may execute arbitrary SOL staterments on the vulnerable system. This may cormpromise The ir
database andfor expose sensitive information.

Depending on the back-end database in usae, SOL inection vulnerabilities lead to varving levels of datalsyster
the attacker. it may be possible to not only manipulate existing queries, but to UNIOM in arbitrary data, use £
append additional queres. In =ome cases_ it may be possible to read in or write out to files, or to execute she
an the underying opeEating system

Certain S0OL Servers such as Microsoft S0OL Server contain stored and extended procedures {(database serve
an attacker can obtain access to these procedures it may be possble to compromise the entire machine.

Recommendation

Your script should filker metacharacters from user input,
I 55 5y 5ke Cany by s Sl ) (AD3 3 WS SN 8 1S ol b e S 5

3303337 Cadly i Dy g0 Culurg ) 457 el g 03l gl Cilag gy 1y Js! olei 4ol
Lo o 0310 gled IS oJLE SO
Database:
Sl Giples 4 dbgage 0dls LSOy 43S ) geom S

Settings.
W Swd s3aS @yl 38 oleshil iy doled 43S ol sy SIS
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