











W )
)A)/. e A
. dbﬁf"qf:'uw (P oolew) **

Scan Wizard
Login
Configure input/login details for pagsword protected areaz or HTRL forms
Jling O ption
HT TP Authentication
Q‘_i' If wour website requires HT TP authentication (B asic ar MTLRM),
pou need to provide the credentials below.
Authenticate with thiz uzername and password combination

Uzermame :

Password :

HTHL Authentication [Login Sequence]

9_3 If pour website requires HT ML authentication, you need to record the steps requir
website, Thiz will be zaved az a login segquence file and can be used later,
“ou can alzo specify a section of the webszite which pou do not want to be crawls
linkz that will lag you out from the website).

Login sequence  <no login sequence: -

Record Mew Login Sequence
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HTTP Authentication

S‘% [ pour website requires HT TP authentication [Basic or MTLM],
2 pou need to provide the credentials below.

fythenticate with this uzernarme and password combination :

Ilzername :

Pazsword :

Lol Le—s  syls jlus Password , Username 4o Lad colw og 4
319 Username, Password sls cawd 35 |y HaSdn dysuy o
9 pLS paudlgdio LS aad) o S5 1y ) 4hodS yehie ool

tpudS oylg 1y oo

v Authenticate with thiz usermname and password combinatior
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HT kL Authentication [Login Sequence]

3 I your website requires HT ML authentication, you need to record the steps required to login on the
website. This will be zaved az a login gequence file and can be uzed later.
Yol can alzo specify a zection of the webszite which you do not wart to be crawled [for example
litk.z that will log pou out from the website].

Login sequence  <no login sequences -

Record Mew Login Sequence
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= kecord login sequence TR 5 =1 |

Please kogin bo wour websle using the: apmognate credentials. The login sequence will be recorded a2 soon as you press: swgence’, \when pou ae

done, piess the mame bullon agan. “row can alo deline logout inks to prevent the ciawslen hom logorg cul hom the mebsie by pressng “Select sesticled nks™
L1 bl | B2 Erd logn sequencs ¥ Select resrictedinks [ | 63 62 [n] (2] [E] | Adduwss: Jiip et acurete: comfognphe. | [eg Bo

ACUNETIX ART T

home | categories | artists  desclaimer  your cart | guestbook Logout test
search art If you are already registered pleasa enter your login information belows:
a0

Erowse categories Usemame © |test |
Browse artists Password . feees ]
our cart

Signup

Your profie

[ Angin 1

Our guesthaok You can also signup hera.
Logout

Links
Security art
Fractal Explorer
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login bo o weebrste: s the: iate creclentials. The kogin sequerce wil be recoided a
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home  categories  artists  @sclaimer  wyour cart | guestoook

test account (test)

Or thes page you can wsuahize oo edil you user inforrmatiar

Marr: [test accouns
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':\ Do you wank ko save the login sequence before exiting?

l es H Mo H Canzel |
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Filename _—

Enter the filename of the sequence

k. J| Cancel |
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El web Yulnerabilicy Scanner
&l web Scanner
= % Tools
[2Fr Sike Crawler
o' Targst Finder
i, Subdomain Scanner
) Dlind SSL Injector
=3 HTTP Editor
&, HTTF Sniffer
4# HTTP Fuzzer
3 Aauthentication Tester
B2 Compare Results
I= {7 Web Serwices
| Web Services Scanner
= Web Services Editor
I=-{—% Configuration

Scanning Profiles
[=-{% General
&P Program Updates
[1a] wersion Information
&P Licensing
.’B;L| Support Center
#] Purchase
éj User Manual {html}
@ User Manual {pdF)
E AcuSensor
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Login sequences (g scanner settings cuewd )1 odd 1S3 gioles 49 Explorer

[ application Szttings .. Login Sequences
EI Genaral Login sequences by which crawler can login to & website,
|#] LAN Settings
a e Saved Loain Sequences
o Some websites reguire logging in by HTML Forms. You can define sequences of user
Certificates actions by which it is done, The crawler will use the steps From the sequence to login.
Ji Lagaing ‘You can also specify a section of the website that vou do not want ko be crawled (For

&= | example links that will log you out of the website),
Tool Setktings

(3 Site Crawler ,_'j Mew Sequence E Edit Sequence )( Remowe Sequence
(3 File Flters sequences
(B Directory Filbers acunetix test website
(3 URL Pewrite
(2 Custom Cookies

&, HTTP Sniffer

Scanner Setbings

=% Scanner

@ Login Sequences

i HTML Forms

Iﬂﬂ Parameter Manipulation

Iim Parameter Exclusions

s Custom 404 Pages

[BE] cHDBE

u AcuSensor

‘! Fort Scanner

False Positives |_ Cancel J
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m Edit Login Sequence And Restricted Links

Login Sequence @ = [=]
Avction URL FOST Data
" Mavigste MNagn. pho
) Post data Suzennfo php uname=testipas sebe st
Restricted Links = =
Action LRL POST Data
D Mawvigste Mogout. php
| Ok | | Cancel J
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Scan Wizard —==
Finish
Here pyou cah review wour scanning details.
“Werify if everything iz in order and then click Finizh.
Scan Surmmarny
Finish 7 7
List of targets selected for scanning
Profile
default
Targets
= hittp://www.camarasorriso.mt.gov.br:80/
Q5 wWindows
Serer (IS 6.0
Technalogies: ASP.MNET,FHFP
acunetix .
+ Save zcan results to databasze for report generation.
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v Save zcan results to database for report generation.
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