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]@ Setup - Acunetix Web Yulnerability Scanner

Completing the Acunetix Web
Vulnerability Scanner Setup
Wizard

Setup has finished instaling Acunetix wWeb Yulnerability
Scanner an your computer. The application may be launched
by zelecting the installed icons.

Click Finizh to exit Setup.

Launch Acunetis Web Yulherabilty Scanner

$odo 31 g dadS M2l 1y 4o Ly dxdliz Gsd Jo | plx.
a | g3 30y Oygo 49 JSD aadS SudS Check for Updates 45038

Information

y Mo palh updales are available,

Ao §l o it ¢uiy aawl g Patch 4s cwl ol S8l ad
Loylud dg2y
&3 Check For Updates _[JJ
IB You have the lakest I:uuiIu:I.| ‘-q._~:| aal b e ‘;":‘J'/‘:' ¥y ot b'_“"r‘.’."-" Mo

tole oSwl g i dgds



" 4 Y
. i 6

Sl o) (UGL;’ @M)
Sr gl poul gl &S0l gl 2! g 7y ol

OS—w! 1y ytad d)yg0 colw LI wad o GLSwl Lo 49 Scan Wizard o yxio
New pioT sgy File sgin 31wl gl o o ool 0335 HL ¢l . LisS
S99y 1l e 3 Lo g LuiS olaildl |y WebsiteScan LT 31 4

LdiS SudS 4ol oo dwew New Scan o

File Tools Configuration  Help

Mew Scan | | b

Toals Explorer o

Tl o 0 gimles 4 o) oaxdy NewScan gy g SIS S wxy

Scan Wizard [r——
Scan Type Scan Type

Select whether you want ta zcan a single website, a list or range of webszites ar whether pyou want ta analyze
the rezults of a previous crawl.

an Ophian: Scan tvpe

ain "_ Here you can scan a single website. In caze pou want to scan a single web application and not the
3 whole zite you can enter the full path below. The application supports HTTP and HT TRS websites.
+ Scan single website

Wwiebsite URL: |1

=l
= |f pou zaved the zite structure uzing the zite crawler tool pou can uze the zaved rezults here. The
H7 sCam will load this data from the file instead of crawling the =ite again
Scan uzing zaved crawling results

Filename:

Fdl In case you want to scan a list of websites, you need to choose this option. Prepare a test file
» containing the list of websites and indicate the path of this file below.

Scan a list of websites from a file

Filenamne: =

=
- “ou can alzo scan a range of computers. This wizard will inspect this range looking for HTTF and
e HTTPS websites. vou may select individual websites later after the discovery was finished.
Scan a range of computers looking for websites
IP range:

acu netix List of ports:

|_ et > I | Cancel |
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" Here you can scan a single website. In caze pou want to scan a single web application and not the

whole zite you can enter the full path below. The application supports HTTP and HTTPS websites.
+ Scan zingle website

“Website URL:  http: /v, camarasarriza. mt.gow. br
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Scan Wizard

Scan Type

Select Targets

Login
Finizh

acunetix

Select Targets

Pleaze wait until the scanning iz finished and then zelect the targets pou want to scan from the list below.
Foor every target vou can enter details such as operating system, webserver, technology or change the baze
path. By entering these detailz you can reduce the scanning time.

Lizt of targets

B {15 wwrw. camarasormzo.mt.goy.br:80
Baze path
Server banner
Target URL
Operating system
w'ebS erver
Detected custom 404 ermor page
Optimize for following technologies

Statuz . Done
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Scan Wizard Eeel =
Type Crawling Options
ot Targets Here you can set crawling options.
Crawling Opbons
Scan Ophiong Crawling options
Login 1} Thesze options will define the behaviour of the crawler for the current scans. IF pou want to modify

Firich the general crawler behaviour, you should go to settings.
Start HTTP zniffer for manual crawling at the end of the process
Get first URL only

v Do nat fetch anything above start folder

v Fetch filez below baze folder

v Fetch directory inderes even if not linked

v Submit forms

v Retrieve and process robots bt sitemap. sml

v lgnaore CASE differences in paths

v Enable C5A [analyze and erecute JavaScriphit ai)

After crawling let me chooge the files to scan

acunetix

< Back | Mest > ‘ Cancel .
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Start HTTP sniffer for manual crawling at the end of the scan process
Sl Oiud> 3o Lol 3150 33 rew G )dwl slize 4o 1y sniff (I 45
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Get first URL only
boib Sylae 49 L IndeX dxbwo Lad hid 40038 g2 ga,S 1 aode Lo
LS el gF Swl Ty Jgl 4
Do not fetch anything above start folder
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Fetch files below base folder
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Retrieve and process robots.txt, sitemap.xmil

:Sitemap, robots o yloyd = lxus g3
—olad gl gie g wyal 45 cwl gl dmdo Jold (0olw 4i@s) :Sitemap.Xml
Logdiae 0l s giolasd oT 4o Sy g odd gl 4dws Oyge 4 Site allhoe
ks Ol 3ae Gl S o O SaS 4o 45 oolw 4 e cwslyld :Robotsitxt
28 JoHas 1) gl & gl s 4 g Sl HeTse
Os—2> slgdold acunetix doliym adiads jo 40o)S ool 9o Hls awde Lo
Iy LeoT 3o dg290 slgSiad g 0038 loily |y sitemapxml 4 robotstxt
I U W
Ignore CASE differencesin paths

L9200 laydwo o dgy> YL HI oS g pas

Enable CSA (analyze and execute JavaScript /AJAX)
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Scan Wizard _ X
Scan Type Scan Options
HTaigets Here you can et scan options.
ing Olpti
Scan Optionz Scanning profile

= ¢» Scanning profile will enable/ disable ditferent tests [or group of tests] from the test database.
Thig could zpeed up the scanning process if you just want to venify some particular information.

lJse this scanning profile;  default ¥

Scah optiotis

3 These options will define the behaviour of the scan for the curment scans. If you want to madify the
L aeneral zran hehavinor, oo shoold oo tnsetinns

Scanning mode:  Heurnistic v Help

Test known web application wulnerabilities in all directonies

[Far alarge number of directories, enabling this option will generate alot of HTTP requests.]
v Manipulate HTTP headers (Referer, User-agent, ...]
v Enable Port Scanning

v Enable AcuSenzor Technology

acunetix

| < Back || Hest > J| Cancel |
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Extensive
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[ Test known web application vulnerabiliies in all directaries
[For a large number of directories, enabling this option will generate a lot of HTTP requests. ]

v Manipulate HTTP headers [Referer, Uszer-agent, ..

v Enable Port Scanning

v Enable AcuSensor Techholo
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